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References: 1. 10 CFR 73.21
2. NRC Regulatory Issue Summary 2002-15

Subject: Duke Energy Corporation
Oconee Nuclear Station, Units 1, 2, and 3
NRC Docket Nos. 50-269, 50-270, 50-287
McGuire Nuclear Station, Units 1 and 2
NRC Docket Nos. 50-369, 50-370
Catawba Nuclear Station, Units 1 and 2
NRC Docket Nos. 50-413, 50-414

Use of Encryption Software for Electronic Transmission of Safeguards
Information

Pursuant to the requirements of 10 CFR 73.21(g)(3), Duke Energy Corporation (“Duke’)
requests approval to process and transmit Safeguards Information (SGI) using PGP Software
(Enterprise, Corporate, or Personal) Desktop Version 8.0 or the latest validated version,
developed with PGP SDK 3.0.3. National Institute of Standards and Technology Certificate 394
validates compliance of this SDK with Federal Information Processing Standard (FIPS) 140-2
requirements.

An information protection system for SGI that meets the requirements of 10 CFR 73.21(b)
through (i) has been established and is being maintained. Prior to the first use of encryption
software for SGI material, written procedures shall be in place to describe, as a minimum: access
controls; where and when encrypted communications can be made; how encryption keys, codes
and passwords will be protected from compromise; actions to be taken if the encryption keys,
codes or passwords are, or are suspected to have been, compromised (for example, notification

of all authorized users); and how the identity and access authorization of the recipient will be
verified.

Duke intends to exchange SGI with the NRC, Nuclear Energy Institute (NEI), and other SGI

holders who have received NRC approval to use PGP software. Dana Boies, Nuclear Security

Compliance Coordinator is responsible for the overall implementation of the SGI encryption

program at Duke. Dana Boies, Nuclear Security Compliance Coordinator is responsible for

collecting, safeguarding, and disseminating the software tools needed for encryption and

decryption of SGI. (é
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Pursuant to 10 CFR 73.21(g)(3), the transmission of encrypted material to other authorized SGI
holders, who have received NRC approval to use PGP software, would be considered a protected
telecommunications system. The transmission and dissemination of unencrypted SGI is subject
to the provisions of 10 CFR 73.21(g)(1) and (2).

Should you have any questions or require additional information, please contact Dana Boies at

(704) 382-1694.

Sincerely,

Y2

H. B. Barron
Executive Vice President
Chief Nuclear Officer
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Xc:
Scott Morris

Reactor Security Section Chief

U. S. Nuclear Regulatory Commission
Mail Stop 4 D6

Washington, DC  20555-0001

Lynn Silvious

Information Security Section Chief

U. S. Nuclear Regulatory Commission
Mail Stop 2 D15

Washington, DC  20555-0001

Louis Grosman ,

Program Management, Policy Development,
and Analysis Staff Chief

U. S. Nuclear Regulatory Commission

Mail Stop 6 D2

Washington, DC  20555-0001

L. A. Reyes, Regional Administrator

U. S. Nuclear Regulatory Commission, Region II
Sam Nunn Atlanta Federal Center

61 Forsyth St., SW, Suite 23T85

Atlanta, GA 30303-8931

L. N. Olshan (addressee only)

NRC Senior Project Manager (ONS)
U. S. Nuclear Regulatory Commission
Mail Stop 0-8 H12

Washington, DC  20555-0001

J.J. Shea (addressee only)

NRC Senior Project Manager (MNS)
U. S. Nuclear Regulatory Commission
Mail Stop 0-8 H12

Washington, DC  20555-0001

S.E. Peters (addressee only)

NRC Project Manager (CNS)

U. S. Nuclear Regulatory Commission
Mail Stop 0-8 H12

Washington, DC  20555-0001

M. C. Shannon
NRC Senior Resident Inspector
Oconee Nuclear Station

E. F. Guthrie
NRC Senior Resident Inspector
Catawba Nuclear Station

J. B. Brady
NRC Senior Resident Inspector
McGuire Nuclear Station

James Davis

Nuclear Energy Institute
1776 1 Street, Suite 400
Washington, DC 20006-3708



Y)

U.S. Nuclear Regulatory Commission
May 26, 2004
Page 4

xbc:
J. J. Fisicaro - ECO5R
R. L. Gill - ECO5P
C.E. Robinson — EC09B
B. G. Davenport- ONO3RC
C.J. Thomas - MGOIRC
L. A. Keller— CNOIRC
E. Nicholson — ONO1VP
A. Kammer- MGO1VP
L. Sweigart - CNOISA
W. King - ONO1SC
G. Black -MG01SC
T. Byers — CNO1SC
P. R. Fowler - ECO3P
T. Shafeek-Horton — PB0S5
L. F. Vaughn - PB05
ONS Master File — ONO3DM (File OS 801.01)
MNS Master File - MGO1DM
CNS Master File - CNO1DM
ELL
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APPENDIX A.227. NRC CORRESPONDENCE RECORD OF REVIEW

NRC CORRESPONDENCE RECORD OF REVIEW
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